A Data Sharing Agreement (DSA) is a contract among two or more principals regulating how they share data. Agreements are usually represented as a set of clauses expressed using the deontic notions of obligation, prohibition and permission. In this paper, we present how to model DSAs using the Event-B specification language. Agreement clauses are modelled as temporal-logic formulas that preserve the intuitive meaning of the deontic operators, and constrain the actions that a principal can execute. We have exploited the ProB animator and model checker in order to verify that a system behaves according to its associated DSA and to validate that principals' actions are in agreement with the DSA clauses.
Introduction
Data sharing is increasingly important in modern organisations. Every organisation requires the regular exchange of data with other organisations. Although the exchange of this data is vital for the successful inter-organisational process, it is often confidential, requiring strict controls on its access and usage. In order to mitigate the risks inherent in sharing data between organisations, Data Sharing Agreements (DSAs) are used to ensure that agreed data policies are enforced across organisations [11] .
A DSA is a legal agreement among two or more parties regulating who can access data, when and where, and what they can do with it. DSAs either include the data policies explicitly as clauses, or include existing organisational data policies by reference. DSA clauses includes deontic notions stating permissions for data access and usage, prohibitions on access and usage which constrain these permissions, and obligations that the principles to the agreement must fulfil. DSA can be created between an organisation and each of many collaborators. A single data set may result from multiple sources, so that the clauses in the DSA with each contributor need to be combined together and applied to it. DSAs are represented in natural language with its concomitant ambiguities and potential conflicts, which are exacerbated by DSA combination. Natural language DSA clauses can be enforced by transforming them into executable policy languages [5] . However, support is required to ensure this transformation conveys the intention of the natural language, while avoiding its potential problems. The formal representation and analysis of agreement clauses could provide this support. This paper presents a formalisation of DSAs using the Event-B specification language [2] . This involves incorporating normative deontic notions (obligations, permissions and prohibitions) into the Event-B modelling process. The main contribution of the paper is the development of an approach to model agreements using the Event-B specification language. The process itself forces the explicit statement of implicit assumptions underlying the natural language which are required in the formal modelling. The contribution includes a method to transform natural-language data-sharing agreement clauses, including deontic notions, into linear temporal logic predicates suitable for verification and validation.
The paper is structured as follows. Section 2 introduces DSAs and their main components. Then, section 3 summarises the Event-B method. Section 4 presents our approach to model contracts in Event-B, and section 5 applies that approach to a DSA for scientific collaborations. Section 6 discusses the verification and validation of contracts in Event-B. Finally, section 7 relates our work with others, and section 8 presents concluding remarks and highlights future work.
An Overview of Data Sharing Agreements
To introduce DSAs, we take as an example data sharing in scientific collaborations [4] . Large-scale research facilities such as particle accelerators and synchrotrons are used by teams of scientists from around the world to produce data about the structure of materials which can be used in many ways, including to create new products, change industrial methods or identify new drugs. There are many individuals and organisations involved in these processes who make agreements with each other to share the data from the facilities, within specified time limits, and for use in particular ways.
Data sharing requirements are usually captured by means of collaboration agreements among the partners, typically established during the scientific proposal preparation. They usually contains clauses defining what data will be shared, the delivery/transmission mechanism, the processing and security framework, among others. Following [12] , a DSA consists of a definition part and a collection of agreement Clauses. The definition part usually includes the list of involved Principals; the start and end dates of the agreement; and the list of Data covered by the agreement. Three type of clauses are relevant for DSAs: Authorisation, Prohibitions and Obligation clauses. Authorisations indicate that specified roles of principal are authorised to perform actions on the data within constraints of time and location. Prohibitions act as further constraints on the authorisations, prohibiting actions by specific roles at stated times and locations. Obligations indicate that principals, or the underlying infrastructure, are required to perform specified actions following some event, usually within a time period. The DSA will usually contain processes to be followed, or systems to be used to enforce the assertions, and define penalties to be imposed when clauses are breached.
For instance, in the case of scientific collaborations, principals typically involve investigators and co-investigators from universities or industrial research departments, and a scientific facility provider, whose facilities provide the infrastructure for
